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https://www.frontlinedefenders.org/en/digital-protection-resources
https://www.eff.org/pages/surveillance-self-defense

BEAN#EGBEARANEARZERA

- &/VERAY
ARENRELENEN, RENNHEE., TFAENAE, REEHD
FEER ; ERRKALEMFEALDEZNER,

> S EREIRAY
ERGFEENEREE—UE, TEIZERMOHET, EFRATREFH
AR, IERZERNLZ2ME, 7HFHRITUBRBENERERE R
e

> ML =AY
HFEHRENETNE,. EAREHRZNEEN, TLX2EEME
TR, RARHEMEEN, UNRBLEURZEAFAERREHER,
LARREENLTENLEREE,

B4

f

-~ A] £ R Al
RBFFEHNEARTEERERR, BRLERETHLNAZ, mLX28E
HETERENTAMEZERGE T,

% s F B A B

BlERFERS

FREBENRIFEANENEREENTDH., FREERENENTERL
ENE MG, INMEMERE, UBHLEEEEXRFHEFERNR, NENE
BEAETHEE, MacHH PR FEMEBIFileVaultETHRENMB L REHFMES
# . WindowsH B a] fif F BitLockerd{ VeraCrypt, 5 7F B Bitlockerfy 1l
ReBewEAREHRNREERMNONeDriveEHFN, BRFENSBERTH i
NEZLFHEEFEE,

ENXREKERE, SKENREMEIIELEE (Pre-boot Authentication),
EREAERRETSHER, PEREFEEREINERE, ERABHNERET
EHNEREET S,
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RBEERS

FRRAEIERENEE N EAFRBMIESE. WEERBEELERE, FH
KA EFZRBEUIESTREMNEMMNIF. BRLERRENRER
NERBEREHREZNR., iOSH AndroidA8 B & FE RE B 4 & 10 2 Ih 8k (
Device Encryption), FRASBEEMELRAMESRE, UBHLEBEELDY
WEEFER N,

E#L AW (VPN)

VPNAILUMZ B ERKEREEME, BRI ERBIL. ATENVPNRT, I
FERFAAEERERHERVPNIREMEIZE . & HAE #1680 B E WG HEE R

IHEFProton VPNiZHZ & N AT SERVPNARTS

@ https://protonvpn.com/

BEBHAILR

SignalZ—BRRHirHEMENEZEREAREN, BRABEEALES JLGERA
B, FABLPAIRRBELRERE HMAEMEEURIRBEBAZAR, EH
REESAETNLZEBEREABIMNE, RENL B M ERLULER N R,
EREHENEREEEEENERE, BRBREANME

ProtonMailie im ¥ in M & EEARTE, MHIEEAASTHER. FRTERRES
SN, ERMEERFEBMRE. KEHHEHRSENEHREE AL R FE
BRSVRE R

@ https://signal.org/

@ https://proton.me/
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https://protonvpn.com/
https://signal.org/
https://proton.me/

BRFHTEEE

ProtonDriveM Tresorit#q IR M imHinMENERHEEFRE. CRAKESEE
XHEMBRERE, REDZHR, UEHAREER, MAEERFENFHED
T Ihae Al By LE RS R AR F B

@ https://proton.me/drive

@ https://tresorit.com/pricing/basic

MERAEILE

WEBREEZELZ2M, JotformMEncrypted Forms. BlockSurvey#l
Cryptpad I iIRENMENEEHAERT. ETHERETEHERTKEEENE
ANER, TERTEENERFEFHR.

O[O0
Pa:
@ https://www.jotform.com/ E-
[=] i [m]
@ https://blocksurvey.io/ =14
[=]E: =]
@ https://cryptpad.fr/ =
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XHFwREILE

Proton DrivefICryptpad# IR IMEZ N X 4 H1EIEE. FREEZEERE
GCEHEIR, FR—XUDZEE, 1R TEFIHIRE S X HRE

@ https://proton.me/drive

@ https://cryptpad.fr/ =]

¥HED

BHhEFRFEERRELT L, ProtonDriveRIEMEBIEE D =Thae, AIEZEHIEF
H R, Deflect.camIEFFIMEM, IREWIEFH N ERS, MLEHIEE
RRE, MERBHEAEERBEAEHNETER.

@ https://proton.me/drive

@ https://deflect.ca/

HEEHRERES

Wayback Machine@Internet Archivelz f N EEFERETE, JUEKXE
MR EXNHMERNET., E@EBAFUL, TURIZWEEARKFHNE
A, HREXREFANEEREEAFTINER. FRAREIZEXEFERH
MEFRERAIGEE,

@ https://web.archive.org/

26



https://web.archive.org/
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FERAATEEEENIERE

» AEBMANBRNBEASZONEANEN, HERNETERLEE,

» TRRBEHEBNHBERLERR, SFLEAZRTESIEENNAR.
MANERE, ARNHIFAERRGFEFTRERNAR,

» REBREAISRERB LREFHNER.

BERIFERES

| 5iee

- ZELZE2. WRESNEEmME

- RN REREZERSGF T(F

- BERBHWEZELALD, UBEBETEFEFERER
» RATRB B ZNRBERASHNBRLERER AR

| ERiERE

- BT NGERE, BRFR. SRFERALBRER

- fE A& B % E R fis

- BERXGFRREZE2HMT, BERXHFEERR LEBNXHER
- EAHE, BEETHRER

» EHETRBLZERE

1 BAZZ

» FARTRESNAGEENA

» BAIEENABRILERKRIINKS, UREXREHISRIEHAZR
- BB T E

- BRERIFIHRERESEEER
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FREMRENE

Bt 5 B 48 BA

» B EBARBGRORBIER

https://www.ohchr.org/zh/treaty-bodies

» B S BRI B X ERE

https://tbinternet.ohchr.org_layouts/15TreatyBodyExternal/

Home.aspx

- AR ERETEHE R
https://www.ohchr.org/zh/hr-bodies/upr/upr-home

» EEARESERINEFER

https://www.ohchr.org/zh/special-procedures-human-

rights-council

I EBEARESERNINEFERENE

https://spcommreports.ohchr.org/Tmsearch/TMDocuments

» HEE—KRMEEREENRE
https://tbinternet.ohchr.org/

_layouts/15TreatyBodyExternal/TBSearch.aspx?
Lang=en&TreatylD=8&Do
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https://spcommreports.ohchr.org/Tmsearch/TMDocuments
https://www.ohchr.org/zh/special-procedures-human-rights-council
https://www.ohchr.org/zh/special-procedures-human-rights-council
https://www.ohchr.org/zh/treaty-bodies
https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Home.aspx
https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Home.aspx
https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/TBSearch.aspx?Lang=en&TreatyID=8&DocTypeID=11
https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/TBSearch.aspx?Lang=en&TreatyID=8&DocTypeID=11
https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/TBSearch.aspx?Lang=en&TreatyID=8&DocTypeID=11
https://www.ohchr.org/zh/hr-bodies/upr/upr-home

» HEBEARSERNEESHARELOFER

https://www.ohchr.org/en/search?

f%5B0%5D=country_taxonomy_term_name%3AHong%20Kon
g%2C%20China

B

» BEREERVIRERAERETENE

https://legalref.judiciary.hk/Irs/common/ju/judgment.jsp#

» EAREREAP DO
https://www.hklii.hk/

» EEFITHEEXNAZBBRSRAR

https://www.cmab.gov.hk/tc/press/hr_reports.htm

» ILEGEARE R
https://www.legco.gov.hk/tc/legco-business/council/
questions.html?2025
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https://legalref.judiciary.hk/lrs/common/ju/judgment.jsp
https://www.hklii.hk/
https://www.ohchr.org/en/search?f%5B0%5D=country_taxonomy_term_name%3AHong%20Kong%2C%20China
https://www.ohchr.org/en/search?f%5B0%5D=country_taxonomy_term_name%3AHong%20Kong%2C%20China
https://www.ohchr.org/en/search?f%5B0%5D=country_taxonomy_term_name%3AHong%20Kong%2C%20China
https://www.cmab.gov.hk/tc/press/hr_reports.htm
https://www.legco.gov.hk/tc/legco-business/council/questions.html?2025
https://www.legco.gov.hk/tc/legco-business/council/questions.html?2025

» IAEERBREEXCRERE
https://www.legco.gov.hk/tc/open-legco/open-data/

hansard-database.html

» BEEBRAELR

https://www.police.gov.hk/ppp_tc/03_police_message/pr/

index.php

AERRBR2EEH

(REEARBRE  BEANNMEMRE. TAEIEEAR
M BENEENENBAENIE R HF M)

https://www.ohchr.org/en/publications/policy-and-

methodological-publications/istanbul-protocol-manual-

effective-0

(BRMEFHERASTHRE  ARERFBHUAEMNE
HNAEERBEERME. ABENMAEEZREATANERE
R )

https://www.ohchr.org/zh/publications/policy-and-

methodological-publications/berkeley-protocol-digital-open-

source
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https://www.police.gov.hk/ppp_tc/03_police_message/pr/index.php
https://www.police.gov.hk/ppp_tc/03_police_message/pr/index.php
https://www.legco.gov.hk/tc/open-legco/open-data/hansard-database.html
https://www.legco.gov.hk/tc/open-legco/open-data/hansard-database.html
https://www.ohchr.org/en/publications/policy-and-methodological-publications/istanbul-protocol-manual-effective-0
https://www.ohchr.org/en/publications/policy-and-methodological-publications/istanbul-protocol-manual-effective-0
https://www.ohchr.org/en/publications/policy-and-methodological-publications/istanbul-protocol-manual-effective-0
https://www.ohchr.org/zh/publications/policy-and-methodological-publications/berkeley-protocol-digital-open-source
https://www.ohchr.org/zh/publications/policy-and-methodological-publications/berkeley-protocol-digital-open-source
https://www.ohchr.org/zh/publications/policy-and-methodological-publications/berkeley-protocol-digital-open-source
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